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AcneKTbl MHhoDMAaLMOHHOM
Ge30nacHoOCTH B Kypce MHOPMATHRH
U UHODMALIMOHHDBIX TEXHONOIUN

Buxmop Ilasnoeun Ionsxos, sedywuii nayunsii compyonux Hucmumyma ungopmamusayuu
obpasosanus Poccuiickoil akademuu o6pasosanus, doyenm, xandudam mexnuneckux HayK

Mo mepe passuTMA MHPOPMALIMOHHBIX U KOMMYHM-
KauUOHHbIX TEXHONOMMIA, pOCTa TEMMOB UX BHefpe-
HUA BO BCE COLMaNbHO 3HA4YMMble CHepb! XHU3HE-
AEATENbHOCTU COBPEMEHHOro 06LiecTBa BCE 3Ha-
YMMEN CTaHOBATCA MPOGneMbl 06ecne4eHns WH-
(hopMauroHHOIA 6e30NacHOCTU U 3almTh HEOp-
Maumm.

Cuctema noarotosku B 06nact¥ MHOPMaLMOH-
HOW 6€30MacHOCTY W 3alUMTbl MHCIOPMALMM [OMXK-
Ha 6bITb AeTepMUHUPOBaHA MO BCEM YPOBHAM 06-
pasosarenbHOW OeATensHoCTH, Kak oblero (npo-
NeaeBTVKa, 6a30BbIA M NPOMUIBHLIA KypChbl WH-
(hopMaTHKK), TaK U NPOChHeCCUOHANLHOrO 06pa3o-
BauuWA: CpeAHero, BhiCluero, NOCNEeBy30BCKOro, A0~
MONHUTENBLHOrO.,

B npowuecce nHdopMaumoHHo NoAroTOBKY Ha 3Ta-
ne obuero o6pa3oBaHWA 3aKNAALIBAIOTCH OCHOBbI
KOMMNbIOTEPHON PaMOTHOCTU WM KOMMbIOTEPHO
KOMMETEHTHOCTM KaK (hyHAAMEHT uHcopmayu-
OHHOM KyNbTYpbl IMYHGCTH. B cTaHgapTe ocHoB-
HOro o6uiero 06pasoBaHA NO MHEOPMATUKE 1 WH-
POPMaLIMOHHBIM  TEXHONOIMMAM OTMEHYaeTCH, YTO
«U3y4eHUe YHGHOPMATUKKM U UHOPMAaLMNOHHBIX
TEXHOSMOMMIA B OCHOBHOW LLKONE [OMXHO GbiTh Ha-
NnpaeneHo Ha BOCNWUTAHWE OTBETCTBEHHOrO OTHO-
LUeHUs K UHPOPMaLIMK C YH4ETOM NPaBOBbIX W ATU-
HeCKuUX acnekToB €€ pacnpocTpaHeHus; uabupa-
TENBHOTO OTHOLLEHUA K MOMYYEHHOW WHdopMa-
um». A B 06a3aTeNbHLIA MUHUMYM COAEPXaHWS
OCHOBHbIX 06pa30BaTeNLHLIX NPOrpPaMM BKNIOHEHDI
AnpakTU4ecKe eavHULbI, paccMaTpuBaloLLmne UH-
POpPMaLMOHHbIE NPOLiECcCh! B 0BLecTse («UHop-
MaumoHHble pecypcbt o6uWecTBa, o6pa3osarterb-
Hble UH(OPMALMOHHbBIE PEcYpPChl; NMMHAA MHGOP-
Maums, UHGOPMaUMOHHas 6e30NacHOCTb, UHEGOP-
MaunoHHble aTUKA W npaso»). B TpeGoBanusax K
YPOBHIO NOATOTOBKMW BbIMYCKHUKOB LUKOMbI Y4TEHB
MX YMEHUA NO NPUMEHEHUIO Mep aHTUBMPYCHON Ge-
30MacHOCTH, UCMONL30BAHUIO NPUOGPETEHHDIX 3Ha-
HWA U YMEHMIA B NPaKTUYECKON AeATeNLHOCTH C CO-
6MioaeHNeM COOTBETCTBYIOLLMX NPaBOBbIX 1 3TUYe-
Ckux HopM. OpHako paneko He Bcerpa KaqecTeo
MHDOPMALIMOHHOMN NOATOTOBKMN BhINYCKHWKOB LLIKOA

COOTBETCTBYET TpeboBaHMSM CTaHAapTa, B TOM
4yucne u B 4acTv BOMPOCOB MHAOPMaLUMOHHOM Ge-
30MaCHOCTH. AKTYanbHbLIMM OCTAIOTCA 3a8a4M op-
MUPOBAHUA HETEPNUMOCTU K MPOTMBONPABHLIM
AEWCTBUAM B 06N1aCTH MH(POPMALIMOHHBIX TEXHOMO-
WA, NMKBUOALMM NPABOBOMO HUrMNWU3Ma W NOBbI-
WeHUs NpaBoOBOW FPamMOTHOCTA B BOMPOCAX UC-
NonNb30BaHWA CPEACTB WMHM(OPMALMOHHLIX U KOM-
MYHWUKAUUOHHbLIX TeXHONOMWUW, 3alluTbl UHTENneK-
TyanbHoW COGCTBEHHOCTH, NPUMEHEHMIO TUMOBbLIX
METOLOB M CPEeACTB obecredeHns 3allmTbl MHGOpP-
Mauuu npu paboTe Ha NEepCoOHaNLHOM KOMIbIoTe-
pe, B NokanbHbIX W rnobanbHbix ceTax. Moartomy
NoAroToBKa 8 06nacTu WHMOPMAaUWOHHOW 6e30-
NacHOCTU U 3aluuThbl MHOPMAUMM HyXaaeTca B
CyUEeCTBEHHOM COBEPLUEHCTBOBAHWM U PA3BUTHM.

B caMom wmpokoM nnaHe Ha rocynapCTBEeHHOM
yposHe nof WHMOPMALMOHHOW 6e30MacHOCTbIO
Poccuiickoin ®epepaumm NOHUMAETCA COCTOSHUE
3aMNUEHHOCTM €€ HaUMOHANbHBLIX MHTEpecos B8
UHOPMaLUMOHHOR Ccchepe, Onpenensiowmxes co-
BOKYNHOCTbO cHanaHcMpoBaHHbIX UHTEPECOB NinY-
HoCTK, obluecTBa v rocyaapcTea. fAns obecneye-
HUl HAUMOHanbHbLIX WHTEPECOB B MHhOPMaLMOH-
HOW cbepe BbieneHbl YeTblpe COCTABNAOLLNX: Y-
MaHUCTU4eCKas, HanpaBneHHaa Ha obecrevyexve
KOHCTUTYLMOHHBIX NpaB ¥ cBO60OA NUYHOCTH, CO-
XpaHeHue ¥ yKpenneHne HPaBCTBEHHbIX LEHHOC-
Teit oflecTsa, TpaguuMil NaTpuoTUaMa M ryma-
HU3Ma; nonnTuYeckas, BKRoHaloLwan nHhopmMaum-
OHHOE obecneyueHne rocyAapCTBEHHOW MONUTUKM
o ROoBEASHUIO [OCTOBEPHON UKHtbopMaLK fo poc-
CUINCKON U MeXAyHapoaHOi O6LUECTBEHHOCTH; Tex-
Honorunyveckas, o6ecrieuvpaiollias pasBuTue CO-
BPEMEHHBIX MH(DOPMALMOHHBIX TEXHONMOrA U OTe-
HECTBEHHON MHAYCTPUU UHDOPMALINK; CEKbIOPUTO-
JIornYeckas, paccmaTpusaloulan 3agaqy 3ailuTbl
MH(DOPMAUUOHHBIX PECYPCOB OT HECAHKLIMOHUPO-
BaHHOro foctyna, obecneyeHne 6e30MacHOCTY UC-
NONb30BaHNA UHDOPMALIMOHHBIX U TENEKOMMYHM-
KaLMOHHbBIX CUCTEM.

Bce Bbilenepeymcnentble cocTasnsowime MHGop-
MauMOHHON 6e30MacHOCTN AOMKHLI HaWTW afex-
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BaTHOE OTpaxeHue B MH(OPMaLMOHHOW NOAroToB-
Ke BbiNYCKHWUKOB. B KOHTekcTe WHopMaLnoHHON
6e30MacHOCTK AOMXHbI BblTe PACCMOTPEHLI NPO-
6neMbl KOMNIbIOTEPHOW 3TUKK, NPU3BAHHON OTBE-
TUTb Ha BONPOCH! 3TU4ECKOTO UCMONb3OBAHUA KOM-
NbIOTePHbIX TEXHONOIMA Kak COUManbHOro, TaK u
NNYHOCTHOrO xapakTtepa. OaHUM U3 OCHOBHBIX pe-
3yNLTATOB U3Y4EHUA COLNaNnbHbiX acfieKTOB WH-
POpMaLUOHHON 6e30NacHOCTU [ONXKHO OGbiTb
0CO3HaHWe oby4aeMbiMU TOro, 4TO 6e30MacHOCTb
MH(POPMALMOHHBIX CUCTEM U TEXHONOIMA He ABNS-
€TCA UX BPOXAEHHLIM CBOMCTBOM, a SB/IAETCH pe-
3yNbTaTOM KOMMAEKCHON CUCTEMbI 3aLLUUTLI MH-
tbopmaumm.

O6s3aTentHbin KOMMOHEHT NOAFOTOBKY NO MHAGOP-
MaLMOHHOW 6e30MacHOCTH — U3yyeHue OcHoB eé
npasoBoro ob6ecneyenus. HeyKnoHHO pacTér
npasonpuMeHUTENLHaA NPakTuKa B 06nactu 60pb-
6bl C NPOTUBONPABHLIMK AEAHUAMU NPOTUB CBOBO-
Dbl, 4€CTA K JOCTOMHCTBA NUYHOCTU, KOHCTUTYLIU-
OHHbIX Npas U cBO6OA 4EenoBeKa U rpaxpaHuHa,
peanusyeMbix B UHpopMauuoHHon cchepe. 3Tn 06-
cToATeNbCcTBa NpeaonpeaensioT oba3arenbHOCTb
M3Y4eHW] OCHOB NPaBOBOFO obecneyeHus uHpop-
MauuoHHo 6@30MacHOCTU. B KoHTekcTe uHgopma-
LMOHHOro npasa A0MXHbI N3y4aTbCs acNeKThbi UH-
chopMaLMOHHON 6€30MacHOCTU B CUCTEME HaLWOo-
HanbHOM 6e3onacHocT Poccuu, COOTBETCTBYIO-
e KOHCTUTYLIMOHHbBIE HOPMbI U NPaBoOBbIE aKThl,
OTBETCTBEHHOCTL 32 KOMMBIOTEPHLIE NpaBoHapY-
LeHus, a Takke YPOBHU NpaBOBOrO perynvpoBa-
HWSl U CUCTEMa rocyapCTBEHHBIX OpraHoB B o61na-
CT¥ uHdopmaumoHHol 6esonacHoctu. WsyyeHue
npasoBbIX acnekTos WHGOPMaUMoHHOIK Gesonac-
HOCTK JOMKHO ObiTb HanPaBnEHO Ha yCTpaHeHue
NpaBoBOro HUIMAU3Ma, BOCMMTAHUA OCO3HAHHOTO
BOCAPUATUSA LUKONBHUKAMU BCEX TEX OrPaHUYEHNH,
KOTOpble CYLLEeCTBYIOT B CUIY CYLLECTBOBaHUA ro-
CyAapcTBEHHON, 6aHKOBCKON, KOMMEP4ECKO, Npo-
heccuoHanbHOW, CnyXe6HOMU, NMYHOW TanH U as-
TOPCKOro rnpaea.

B pamkax n3yyeHus TeXHONOrn4ecKux acnekTos
obecneveHus MHGOPMaULMOHHOW 6e30nacHoOC-
TH KOMNbIOTEPHBLIX CUCTEM U TEXHOMOrWA Npeame-
TOM M3y4eHUs QOMKHbI CTaTb NPUHLMNLI U coaep-
XaHue OpraHu3aunoHHOro obecneqeHus WHaop-
MauuoHHoK 6e30NacHOCTH (NoNUTUKa GesonacKoc-
TW, KOHTPOMb, pPasrpaHNHeHne N orpaHnHeHne fo-
CTyna K uHOpMaUMOHHBIM PecypcaM); NPUHUMNLL
CO3[aHNA KOMMMEKCHLIX CUCTEM 3aluuTsbl UHAOP-
Maumwu; MeTogb! M cpeacTea obecneyeHna uHaop-
MaLMOHHOW 6e30nacHoCTU (ayTeHTUMKauus W
naeHTUdUKaUmMa nonb3oBaTened M TEeXHUYECKUX
CpefcTs, opraHu3auua 3awmTbl uHdopMaluu B
nepcoHarnbHbIX KOMMbOTEpax, Kpvnrorpaduyec-

Koe npeobpasosaHue HpopMaumy 1 INEKTPOHHasA
NOAMUCL);, OCOBEHHOCTM 3aluTbl MHGOPMaLUK B
6a3ax NaHHbLIX U B CETAX TENIeKOMMYHUKaLWI; oc-
HOBbl KOMMNbIOTEPHOR BUPYCONOrnK, MeTodbl M
CPeacTsa 3almTel OT KOMILIOTEPHBIX BUPYCOB W
BPEAOHOCHbIX NporpamM; TpebosaHus K Nonb3oBa-
TENAM UHOPMAUMOHHBIMA U KOMMYHUKALIMOHHBI-
MW TEXHONOTMAMMK K PEKOMEHZaLMK No obecneye-
HUIO NUYHOW MHCPOPMAaLUMOHHOM 6€30NacHOCTM.

[ins yrny6neHns 3HaHWiA U HaBbIKOB B 06N1aCTN UH-
dhopmaLoHHON 6e30NacHOCTY B paMKax Kypca UH-
opMaTUKM ¥ MHDOPMALIMOHHLIX TEXHONOTMA He-
06Xx08UMO, C YHETOM UHTErPaTUBHOIO NOAXOA], UC-
rnonb30BaTb MMEIOLLMECH BHYTPUNPEAMETHbIE CBS-
3K, NpocnexvBaeMbie Mexgay TPaauuUMOHHbIMKU
pasfenamut MHopMaTUKK U NpobnemMaTukon WH-
hopMaLUUOHHOM 6Ee30MacHOCTH, aKUEHTUPYS BHU-
MaHvie Ha Takux BOoNpocax, kak 6e30nacHoCTb one-
pauMoHHbIX cuctem, 6€30nacHOCTb OIUCHBIX Npu-
fIOXeHuin, 6e30nacHoCcTb B 6a3ax AaHHbIX, 6e30-
MAacHOCTb NpU paboTe B fIOKanbHLIX U rNo6anbHbIX
ceTax, cetv u 1.n. Oco6oe BHUMAHME Npu 3TOM MO-
XeT 6bITb yaeneHo pabote B CeTM ¢ UMGPPOBOM
NOANMUCHIO, NapOsbHON 3aLUMTE JOKYMEHTOB, LWng-
poBaHnio 6a3 gaHHbIX, NPaKTU4ECKOMY O3HAKOM-
neHuio ¢ Mepamu 6esonacHoctu B UHTepHete, B
TOM 4ucne W Npu padote ¢ 3NEKTPOHHOK MOHTON,
3allumTe OT Cnama, UCNONb3OBAHMIO COBPEMEHHBIX
CPeAcT8 apXvBMPOBAHWA U KOMUPOBAHUA MHEOP-
MaLuK, a Takxe NaKeToB aHTMBUPYCHON 3aLLuUThI,

CepbE3HOro BHUMAHWA 3ac/yXuBaloT BOMPOCH,
CBS3aHHbIE C METOAWKOM 1 CpeacTBaMy 06y4eHNs
OCHOBaM MHCHOPMALMOHHOM 6e30MacHOCTH, T.K. Mo
AOHATHLIM MPUYMHAM B OBbIYHBIX KOMMBIOTEPHBIX
KNaccax OHO MOXET MPOBORWUTLCA CO 3HAYUTENb-
HBIMW OrpaHNHeHUAMM.

Dnsi u3ay4eHvs npaBoBbiX OCHOB MHCHOPMaLMOHHOM
6e3onacHoCTU uUenecoobpasHo MCNoNL30BaATh
CnpaBoYHbIe NPaBoBble CUCTEMbI TUNA «KOoHCyNb-
Tantlnioc», «lapaHT», «Kopekc». [lemMoHcTpauu-
OHHbI® BEPCMW 3ITUX CUCTEM, pasMeliéHHble Ha
caitax COOTBETCTBYIOLMUX (hUPM-Npon3BOaUTENEN
WM HA peKNamHbIX auckax, NO3BONAKT COCTABUTL
nepeyveHb AOKYMEHTOB, Perynupylowmx OTHoLe-
HUA B cpepe MHOPMaLMOHHON 6e30MacHOCTU U
3alWmuThi MHOPMaLMKA, COCTaBUTbL Tesaypyc no
3TON NpeAMeTHoM obnactn. Kpome Toro, uHdop-
Mauma 0 NPaBoBbLIX aKkTax no obecneyeHnto nHhop-
MaumroHHOM Be3onacHoCcTn UMeeTcs Ha caite Pe-
JepansHon cnyxO6b! No TEXHUHECKOMY U 3KCTopT-
HOMY KOHTpOMo (npeemHuuie MocTexkommuccny npu
Mpesunperte PO}, MoxeT GbiTb HaligeHa Ha UHTep-
HeT-noptanax http://www.sec.ru v http://www.infos-
afe.ru, caitax Begywmx KOMNaHuiA. VHTepHeT-pe-
CYpCbl M0 MHOPMALMOHHOW 6€30MacHOCTU MOryT



6biTb MCNONb30BaHLI KaK NperiogasatensMy npu
MOATOTOBKE K 3aHATUAM, Tak W 06yvaemMbIMn — oNa
NOAroTOBKY pedhepartos.

BecbMa akTyanbHbi U BaXHb! B NPaKTUHECKOM Nna-
He BOMPOCHI aHTUBMPYCHOW 3atuTbl. [inA nonyye-
HWA HaBLIKOB AHTUBMPYCHOW 3aWMTHI U O3HAKOM-
NeHUs C COCTOAHMEM BUPYCHOW ONACHOCTU MOryT
6bITb PEKOMEHAOBAHLI CalTbl COOTBETCTBYIOLMX
thvpm-nponssoguTenen awtusupycos: OWUANOT-
HAYKA (DrWeb), Na6opatopua Kacnepckoro
(AVP), ESET (NOD32), CrtokoHa (Stocona
Antivirus). O6patileHne K caitTaM NO3BONSET aKTy-
anu3vpoBaTth 3HAHUS O TWNAX BPEAOHOCHBLIX NPO-
rpamm U Metoaax 60pebbl ¢ HUMK.

BaxHoe npakTuyeckoe 3Ha4yeHWe umeeT UCnonb30-
BaHWe ANS 3aWuUThi [OKYMEHTOB BO3MOXHOCTEW
NPOrpaMMHbix CPEACTB 06LIero HasHavenus (one-
PAUUOHHOR CUCTEMbI KOMMbIOTEPA M UHTErpupo-
BaHHoro nakera MS Office). BoamoxHocTu onepa-
UmMoHHON cucTemebl Windows XP no obecrnieqeHuio
MHOPMAaUMOHHOW 6630NacHOCTV [OCTATOYHO 06-
LWKMPHbE. [NA NpakTU4ECKOro WU3YyHeHUst MOXeT
6biTb PEKOMEH[I0BAHO UCMONb30BAHWE e€ BO3MOX-
HOCTeW NO pasrpaHMyeHnio AoCTyna nonb3oBare-
ne#l K pecypcaMm KomnblotTepa (coapfaHuio npodu-
nei nonb3oBatens); CkpbITUE Nanok 1 annos Ha
XECTKMX [MCKAX; WCNONb3oBaHWe CTaHAAPTHbLIX
CPeacTs apxusauvu, NPOBEPKU AUCKA, BOCCTAHOB-
NeHus yaanéHHbIx hannos.

B uncne sBoamoxHocTelt nakera MS Office no 3a-
LWuTEe AOKYMEHTOB U UX (hparMeHToB Lienecoob-
PasHO V3y4nTb WCNONL30BaHWe nonen opm B Jo-
KymeHTax Word (B T.4. 1 B LuabnoHax AOKYMEHTOB);
obwue cpencTea 3awuTel gokymenta B Word (or-
paHVW4eHus Ha opMaTMpPOBaHne U peaakTUpoea-
HWe, OTKPLITUE [IOKYMEHTA); CTaHAapTHbIE CPeacT-
Ba, o6ecneumBaloLLme 3aLuUTy U KORTPOMb NOANUH-
HOCTU BOKYMEHTOB (NULIEH3WN, LidpOBLIE NOANKU-
CU ¥ CEPTUCMKATEI); 3ALLUTY NUCTOB W AYEEK OT U3-
MeHeHun B Tabnuuax Excel; wucposaHve 6asbl
faHHbIX B Access.

Ons npaktuieckoit oTpaboTKKU HaBbIKOB Mo 06ec-
ne4yeHWio 6630NacHOCTM B CETU LieNlecoobpasHo
nN3y4nTk HacTpoinku Gpaysepa (Internet Explorer)
U anekTPoHHo# noyutkl (Outlook Express), a Takxe
noAKNIOYeHUs 6paHamay3pa OnepaunoHHON cuc-
TEMbl,

Ona o3HaKoMneHus ¢ peanbHbiMK CPeACTBaMM 3a-
Tl MHPOPMALMM MOXHO WUCMONL30BAaThL y4eb-
Hble K peKnaMHble Matepuansl hUpM-pa3padoTym-
KOB {MCTOYHUKMW: CaiThi BegyLmx hupM, Hanpumep
1C, AHKA[L, NBUC+, KPOK, Kpunto-MPO, Uk-
cocucremel xet, TAHUT u T1.n., maTepuans Bel-
CTaBoOK, Hanpumep Softool n npesexTauuin). Kpome
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TOro, NepcneKTUBHbIM NPEACTaBNAETCA UCNONb30-
BaHWE NPOrpaMM-UMMTATOPOB CPEACTB 3alWTbI,
pabota KOTopbIX, B NPOCTEALLEM Cnyyae, UMUTUPY-
©TCA NOcneAoBaTeNbHON CMEHOW Cnainpos, oTo6-
paxarowux atansl paboTkl CO CPEACTBOM 3aLUMTbI.
CoBeplueHcTBOBaHWE TakKMX MNPOrpamMM-MMUTATO-
pOB [O/MKHO OCYLWECTBNATLCA 3a CHYET OpraHu3a-
UMM MHTEPaKTUBOCTU. XOpoLiui obyyatowmin -
dekT MoxeT fgaTte nabopatopHas pabota no
YKOMIIEKTOBaHUIO CUCTEMbl 3aLiMThl MHGOpMa-
LMK opraHMsauuu COOTBETCTBYIOLUMMU CpeacTBa-
MW, faHHbIe O KOTOpbIX OBy4aeMbli AONMXKEH No-
YEprHYTb U3 KaTasoros (UPM-NOCTABLINKOB.

Takvm 06pasoM, HECMOTPA Ha XECTKUE BpemeH-
Hble paMKW peanu3auun y4eGHOro nnaHa No WH-
dopMaTvKke M MHMHDOPMALNOHHBIM TEXHONOTUSM,
TeMaruka MHGOPMaUVOHHOK 6€@30NACHOCTA [OMXK-
Ha CTaTb OPraHM4eCcKoit HacTblo MHOPMALMOHHOM
MOArOTOBKW BbINYCKHUKOB, HEOOXORUMBIM KOMO-
HEeHTOM (POPMUPOBAHUR MHPOPMALMOHHON KYNbTY-
pbl NUYHOCTU B YCNOBWAX MOCTUHAYCTPUANbHOMO
obuectea. O




